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Safety Domains:
Why?







RESTRCTED

DIVERSITY

UNPREDICTABLE PREDICTABLE

LEARNING

CHAS KNOWN

o o | SIS COMPLEX (OMPLCATED

ProBE
(ESS BLE
LIS D » SENSE | pespond

A AL\-(}ER FSPOND

CHAoriC CLEAR

CYNEFIN: (OMnox SEASE MAING P‘ cr

Ly e SENSE
HIGH ASSTRACTION $ NSL.,RE‘C?OND > catscoRIZE

& RESPOND

LON ABSTRALTION

Snowden, D. et. al. (2021) Cynefin: Weaving sense-making into the fabric of our world. Cognitive Edge. Singapore.




« Hierarchy of Controls
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State changes
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Break to Complexity

Complicated # Complex

Dynamic (Sterman)
Complex is: { Unknowable a priori (snowden)
Emergent functions (Leveson)




Non-Statistical Approaches Statistical Approaches

Impact on risk assessment
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Impact on test point matrix

Massive (unachievable) number of test points
- Emergent behaviour — what to test?

- Unknowable — what baseline performance??

- Prior testing invalid for future configuration
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Effective against complicated systems.

Subsystem A

But isn’t enough.

Must-have before addressing complexity

Tools that work

System Safety
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Process

Tools that work

STPA
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Tools that work

Test the controls



Test point matrix design

Capture
system ID points
boundary of control

Test
points to
assure

Reliable Complex
Cynefin
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Dynamics
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Complicated and Complex are different
= Extant practice for complicated systems
- Compound approach to complexity

Risk

- Don't use statistical approaches with complexity

Test

- Assure points of control
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= Accept variable performance
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